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Executive Summary

How to score a 100-fold capacity increase in an energy-efficient way? How to ad-
dress privacy and security concerns specific to the convergence of communication
and sensing? How to design semantic-aware communication protocols?

These are some of the key research questions to be answered in the transition
toward 6G, according to the 6G-RIC Research and Innovation Cluster (6G-RIC) re-
search roadmanp.

At the heart of 6G-RIC are six Technical Innovation Areas (TIAs), which serve as
technology drivers for 6G. Each TIA is associated with specific research challenges,
whose resolution lies at the focus of the 6G-RIC research agenda. In this document,
we formulate these challenges in the form of key research questions that should
be answered within each of the six TIAs. Due to the interdisciplinary nature of the
selected questions, 6G-RIC undertakes a holistic approach that simultaneously in-
vestigates hardware architectures, signal and protocol design, network computing
aspects, as well as algorithmic and implementation complexity. In this context,
energy efficiency and security play a leading role as horizontal aspects overarching
all studied technologies.



6G-RIC Research and
Innovation Cluster

Advanced
communication
technologies form
the backbone of a
modern and open
society.

The 6G Research and Innovation Cluster (6G-RIC) is dedicated to laying the scientific and tech-
nical foundations for the next generation of mobile communication networks (6G) across all
technology levels, including radio access, core, and fiber-optic transport networks. Through cut-
ting-edge research and international networking, 6G-RIC will help establish Germany and Europe
as a leading global driver of sustainable 6G technologies.

The focus of 6G-RIC is on the development of key 6G-technologies and their evaluation in the form
of technology demonstrators in “living labs”. Selected technology components will be brought
together in overarching, end-to-end demonstrators and presented in the context of selected
6G use cases. The research work is flanked by the creation of an open infrastructure that will
enable small/medium enterprises (SMEs) and start-ups to develop technology components and
test them using state-of-the-art measurement technology in the lab and under real conditions.

A secure, flexible, and open communication in-
frastructure forms the backbone of a modern
and open society and is essential as the basis for
successful digitization. Of particular importance
are the recently introduced 5G technologies and
their ongoing evolution toward the next genera-
tion of mobile communications (6G). The advent
of 5G opened the door to new mobile applications
in various vertical industries such as manufactu-
ring, healthcare, and logistics. Therefore, major
telecommunications companies are forecasting
a massive increase in investment in mobile net-
works for vertical industries. It is not yet clear
what 6G will encompass, but it is expected to
have the performance, flexibility, and resilience
needed to deliver highly specialized services and
operate mission critical networks. 6G is also ex-
pected to enable entirely new applications such
as telepresence and mixed realities and highly
customized applications, e.g., in telemedicine.
Some of the applications have very demanding
requirements in terms of data rates (more than
100 Gbhit/s), latencies (sub-milliseconds), and
reliability. These in general conflicting require-
ments must be met simultaneously, a demand
that is no longer feasible with 5G technologies.
The data rates of 100 Gbit/s and more in re-
al-world mabile networks can only be achieved
using frequencies in the sub-THz range (up to

300 GHz). However, efficient and cost-effecti-
ve sub-THz communication calls for innovative
approaches to transceiver design and data pro-
cessing in conjunction with new developments
in microelectronics. Nevertheless, 6G is not just
about extremely high data rates and low laten-
cy. 6G will bring about a paradigm shift in wi-
reless communications by integrating sensing
and highly accurate positioning capabilities with
real-time analytics (network as a sensor). This
will enable Connected Robotics and Autonomous
Systems (CRAS) applications such as mobile ro-
bot swarms. All this requires the development of
highly complex, heterogeneous, and distributed
systems, consisting of communication and con-
trol units, real-time computing infrastructure,
data storage, and sensors.

Technical Challenges and Requirements
for 6G

One of the greatest challenges of the techno-
logical transformation assaciated with 66 is to
reconcile the expected explosive growth in data
traffic, the integration of sensing services, and
the massive network densification with the
demand for global sustainability and fairness.
Considering long-term climate targets and the
rapid spread of wireless communications, a far-
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reaching reduction in energy consumption in
future mobile networks is not only an advisable
economical target, but also of particular social
impartance. Similarly, security will play a crucial
role for social acceptance and averting economic
damage. Security has become a basic require-
ment at all levels of system and network design.
Current estimates are that quantum computers/
hardware of sufficient capability will exist by the
time 66 is deployed. It is therefore essential that
the security of 6G networks is built from the out-
set on technigues that can withstand quantum
hardware attacks.

There is no doubt that artificial intelligence (Al)
will be one of the key technology drivers for 6G.
Although Al undeniably has enormous potential,
it does not come at zero cost. The gains achieved
through Al must be put in relation to the corre-
sponding effort and resources required. When it
comes to energy consumption, local computation
is inexpensive compared to (wireless) communi-
cation, which requires a large amount of energy
to transmit a bit from one place to another. As
a result, we need to take a holistic approach to
the transition from 5G to 6G, viewing Al as an in-
tegral part of the overall system (integrated Al).
Only in this way can data be collected, processed,
transmitted, and used in the most (energy) ef-
ficient way possible within a network. In short,
6G must realize the convergence of information,
communications, and sensor technologies.

The Transition to 66

The transition from 5G to 66 includes the expan-
sion of the design dimensions. In the design of
56, the focus was on optimal use of the scarce
frequency resource by means of spectrally effi-
cient waveforms and coding and, above all, by
exploiting the spatial dimension through multip-
le antenna systems. For 66, it is expected that
the additional resources “Computing” and “Data”
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can be used while minimizing the exploitation
of the energy resources. The use of the sub-THz
frequency range will in turn reduce the scarci-
ty of the spectrum resource, which means that
the focus will no longer be solely on multi an-
tenna technologies with high spectral efficiency.
The additional 6G resources “Computing” and
“Data” will be tapped by the (artificial) intelligen-
ce integrated in the network. In addition to this
“network intelligence,” the inherent “security by
design” built into the communication network is
at the focus of the 6G system concept for the
reasons mentioned above.

6G-RIC Research Program

To address the technical challenges, the 6G Re-
search and Innovation Cluster (6G-RIC) com-
prehends an ambitious and interdisciplinary re-
search program. In addition to security and cost
efficiency, energy efficiency is a key design crite-
rion. This justifies a holistic solution approach ba-
sed on new metrics to quantify energy consump-
tion and encompassing all relevant hardware and
software components including energy-efficient
Al (“Green Al") algorithms. Thus, energy efficien-
cy will influence the development of transceiver
components for upcoming sub-THz communica-
tions, as well as learning compact representati-
ons of artificial neural networks to reduce ener-
gy consumption, neuromorphic approaches for
on-device/edge intelligence, and equalization in
optical networks.

Technical Goals

6G-RIC addresses important challenges at mul-
tiple technology levels covering radio access net-
work (RAN), transport network, and core network
(CORE).

Computing

6G | kWh

Energy efficiency is a
key design criterion
for 6G. This calls for
a holistic approach to
energy consumption
that encompasses

all relevant hardware
and software compo-
nents in the network,
including energy-effi-
cient Al algorithms.



6G-RIC addresses
important challenges
at multiple techno-
logy levels covering
radio access network
(RAN), transport net-
work, and core net-
work (CORE).

1. At the hardware layer, 6G-RIC will explore new
transmitter and receiver concepts and com-
ponents that include novel solutions for direct
and intermediate frequency (IF)-based sensing,
digital down-conversion, and reconfigurable an-
tennas. At the low physical layer (Low PHY), 6G-
RIC will study advanced wideband beamforming
concepts and technigues. This work will be com-
plemented by research on intelligent reflective
surfaces (IRSs) for radio environment adaptation.
6G-RIC will develop hardware-based solutions for
sub-THz communications through this holistic
approach, opening up these frequency ranges for
mabile use.

2. At the baseband processing level, 6G-RIC will
build on current research on Al with the goal of
efficiently implementing the RAN function in
software in real-time on hardware virtualized
platforms. This will be achieved using hybrid
(data and model-based) Al/machine learning (ML)
algorithms combined with massive paralleliza-
tion. The goal: to increase efficiency and reduce
memary requirements. A crucial element of the
solution approach is the co-design of software
and hardware, eg., in the context of channel
estimation under extended channel models and
new sub-THz hardware architectures, or in the
Al-based control of IRSs to influence the radio en-
vironment. Also considered are optical fronthaul
solutions that support greater dynamics in net-
wark resource allocation.

3. New Al/ML approaches and dynamic pipelines
for continuous adaptation of models require
mechanisms for data acquisition. Among other
things, “in-band network telemetry” provides the
data basis for selective and on-demand acqui-
sition of data from the network. In-band com-
puting is used for filtering, aggregation and, if
necessary, preprocessing of measurement data
and training of models in operation.

4. The netwark layer with demand-driven and
intelligent network management for optimi-
zed network operation of virtualized and pro-
grammable campus netwarks requires “human-
in-the-loop” autonomous Al/ML-based control.
An important aspect is also the development of
end-to-end optimization frameworks for joint
treatment of network resources (e.qg., RAN, CORE,
transport and cloud). Energy efficiency and
“Green Design” principles (including “Green Al")
must be inherently considered, also accounting
for the effects coming from the disaggregation
of netwark components.

5. One central aspect of 6G-RIC is the utilization
of the paradigm of semantic communication,
which deviates from the current communication
paradigms by considering the context-dependent
meaning and significance of transmitted infor-
mation messages. In this respect, 6G-RIC adopts
a goal-oriented viewpoint of communication sys-
tems where aspects of data acquisition, commu-
nication, and control are unified. In the context
of emerging networked intelligent systems, the
expectation is that the approach can yield signi-
ficant savings in terms of both communication
overhead and energy consumption.

6. Another central topic in 6G-RIC is a systematic
analysis of security risks and threats. Based on
a threat analysis, a security architecture will be
designed that anchors the concept of security-
by-design in 6G and increases resilience and plat-
form security. Therefore, defense mechanisms
against a wide range of attacks, such as eaves-
dropping, Distributed Denial of Service (DDoS),
tampering with system components, or attacks
on the control plane, will be considered from the
very beginning of their development. To secure
novel communication methods against attacks
using quantum computers, which are likely to be
available around 2030, new cryptographic primi-



tives such as low-latency gquantum computer-re-
sistant signature methods will be investigated in
6G-RIC. Another focus of the work will be on the
integration of physical layer security (PLS) in the
communication system design.

A horizontal activity in 6G-RIC is the development
of channel models, which are indispensable for
many of the research activities. Existing models
need to be extended accordingly to provide a so-
lid starting point for the development of sub-THz
technologies and the integration of radio sensing
services. Based on extensive measurement cam-
paigns, realistic, site-specific channel models are
to be developed, and radiation-based methods
are to be integrated into quasi-stochastic mo-
dels. Due to the excessive costs of measurement
campaigns, the channel measurement data will
be made available to the research community in
an appropriate framework. The research commu-
nity will thus be empowered both to participate
in model improvement and to use the shared
data directly for benchmarking and training of
Al. In addition to making measured channel data
available, there is also the possibility of making
synthetic datasets sustainably discoverable for
referencing purposes and publishing the associa-
ted source code.

Overarching Strategic Goals

In addition to the above technical goals, 6G-
RIC pursues some overarching strategic goals.
6G-RIC aims to establish Germany and Europe
as the world’s leading drivers of sustainable 6G
technologies through cutting-edge research and
international networking. To this end, existing
interdisciplinary competencies are to be bund-
led in 6G-RIC and cooperation between players
in the field of 6G technologies, in particular sub-
THz technologies, is to be intensified. Coopera-
tion between research institutions in important

future research topics such as security of com-
munication technologies for the age of quantum
computing, the unification of communication
and radio sensing (“Joint Communication and
Sensing”), massive connectivity, and netwark
programmability are to be established and sus-
tained. To this end, permanent networking struc-
tures are to be established at the national, Euro-
pean, and international levels.

A further objective of 6G-RIC is to create an open
ecosystem for innovation and venture culture
that can withstand the ever-increasing dyna-
mics of the communications and smart services
markets. The targeted modularization, virtuali-
zation and openness of future 6G technologies
and infrastructures will for the first time open up
opportunities for small and medium-sized enter-
prises to actively and disruptively participate in
the world communications market. On the new
basis of modularization and openness, there are
numerous opportunities for German industry to
enter the global market, especially in the area of
campus networks (i.e., "private networks”), which
are increasingly attracting attention worldwide
as drivers of innovation. The development of in-
telligent communication technologies for future
campus networks, which sometimes have to
meet highly specialized industry-specific require-
ments, opens up a variety of new business mo-
dels in the field of system design, optimization
and integration of modular, open and secure ra-
dio technologies. It is expected that the number
of campus networks will increase significantly in
the next years. Against this background, 6G-RIC
will help establish an ecosystem of SMEs, start-
ups and large companies that will develop and
benefit from 6G-related technologies. The role of
6G-RIC in this ecosystem is to provide knowledge
transfer, as well as to contribute to the test- and
development infrastructures.

6G must realize the
convergence of infor-
mation, communica-
tions, and sensor
technologies.



Technical Innovation Areas

Technology Drivers for 6G

In the following, we summarize the 6G-RIC Technical Innova-
tion Areas (TIAs), together with some of the (major) associated
challenges. We dive more deeply into the technical aspects in
the subsequent sections, where we formulate key/selected re-
search questions associated with each of the TIAs separately
and sketch the way forward in the scientific search for answers.

Sub-THz Mobile ACCESS +ccccccccccccccccciicnnnnnnnnnnnnnnns

Mohile access in the sub-THz band, also known as the upper mil-
limiter wave band, is envisioned to be an essential component
of future 6G networks. The main feature of the sub-THz band
is the availability of sizable portions of underutilized spectrum,
a necessary condition for realizing wideband mobile communi-
cation systems. The emerging bandwidth limitations of existing
communication infrastructures should be addressed in such a
way that not only a 100-fold capacity increase over the sub-
6GHz band is robustly guaranteed, but also the energy and cost
efficiency is significantly increased.

Intelligent Radio Environments

Contemporary wireless networks are designed based on the fun-
damental postulate that only the endpoints of the communica-
tion links, i.e., the transmitters and the receivers, are optimized
to improve the network performance. Having the opportunity of
customizing and controlling the environment may open up new
opportunities for network optimization. IRS constitutes the key
technology for customization of the radio environment. To make
the concept practical, significant research efforts are required
to provide realistic physical models and scalable algorithms for
real-time IRS configuration and control. A holistic approach is
thus preferred to overcome the existing shortcomings and ful-
ly exploit the potential of IRS-assisted wireless communication
systems.

TIA?

Intelligent Radio
Environments

TIA1

Sub-THz
Mobile Access

TIA 3

Network as a SeNnsor cccccccccccccccccccses

An emerging trend toward 6G is the convergence (i.e., a joint and
simultaneous offerning) of communication and sensing functio-
nalities (including localization). These enable tracking and data
processing, which are inherent features of applications such as
extended autonomous systems. Convergence comes with mul-
tiple challenges, notably in the development of both hardware
and software solutions that enable sharing of functionalities.
An additional concern is related to privacy/security issues that
might emerge as result of this convergence.

Network
as a Sensor
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6G Connectivity . 4

It is widely acknowledged that large-scale networks of devices
communicating short messages to centralized or distributed/ .

edge collectars will represent a key development area for fu- ' 4
ture 6G netwarks. The use cases that next-generation Internet
of Things (loT)/Machine-Type Communication (MTC) systems
should support are many and range from smart houses/cities . i
(with sensors providing monitoring, for instance, of light/tempe- .

rature conditions) to environmental sensing, intelligent automa-

tion in factories, health monitoring, and intelligent transportati-

on systems. Each of the applications is characterized by specific

requirements and side conditions, which should be taken into

account in the system design.

RYTRRRRTE Autonomous Convergent Networks

Convergence between communication and sensing, private net-

TIA 4 TIA 6 works, and Al/ML driven network- and user-centric services are

among major application areas in 6G. Since these applications

o Autonomous were not adequately. suppqrteq by pr.eviou.s generatiqns, it i%

.. Convergent clear that they require major innovations in networking, net

Connectivity Networks work management and orchestration, and network computing,

TIAS among other areas. Hence, it is necessary to study the required

innovations and to develop techniques addressing the problems
related to these application areas.

Post-Quantum
Security
by Design

eeccoce

Post-Quantum Security by Design

From both an economic and a societal point of view, it is essen-
tial to consider security and privacy as integral parts of network
design from the outset. At the same time, the envisioned secu-
rity approach must be flexible and sustainable enough to meet
the challenges of anticipated technological developments. The-
refore, the emerging threat of attacks by guantum computers
and quantum hardware must be systematically investigated and
defense mechanisms based on post-quantum cryptography and
(quantum) physical layer security must be developed. Another
focus lies on the defense against intrusions as well as on the de-
tection of intrinsic malfunctions and functional conflicts in the
network. This calls for a holistic security architecture for 6G net-
works that follows the paradigm of security-by-design.



The exploitation of the large portions of available spectrum in the
sub-THz band (90 GHz - 300 GHz) is one of the most promising
directions for enhancing the capacity of current mobile access
networks [1]. Due to the physical properties of sub-THz signals,
the classical cellular paradigm based on deploying bulky base sta-
tions covering large areas will likely be replaced by the diffuse de-
ployment of many small access points with low, highly optimized,
and spatially targeted radiation. However, the design of cost- and
energy-efficient sub-THz access networks is a formidable challen-
ge that requires a complete mastery of the entire value chain of
a wireless system. Among other things, the following main ques-
tions require significant investigation.

@ How to score a 100-fold capacity increase?

Traditionally, the capacity of wireless netwaorks increases by me-
ans of cell densification [2], by using technologies offering high
spectral efficiency such as massive MIMQ [3], or by allocating
more bandwidth [1]. Sub-THz networks are no exception, and
they will rely on all the aforementioned ingredients, but giving
particular weight to bandwidth. In contrast, due to spectrum
scarcity, sub-6GHz networks must evolve by stretching the mas-
sive MIMQO concept to its limits, especially in terms of spatial mul-
tiplexing gain. Following fundamental communication-theoretical
guidelines, the following major difference appears when targe-
ting a 100-fold capacity increase over current networks. While the
sub-6GHz band is more suitable for splitting the capacity among
a large number of relatively low-rate users, the sub-THz band
supports much higher data rates to fewer users, hence it is the
obligatory choice for the most rate-demanding 6G applications.
Specifically, we expect sub-THz systems to achieve this ambitious
goal by signaling over very large bandwidth, by simultaneously
serving a moderate number of users on the same time-frequency
resource, and by using relatively low per-user spectral efficien-
cies. Several questions remain open, for instance related to cell
size and density, or, more generally, to network architecture and
operation regimes, in particular in comparison with intermediate
solutions in the lower millimeter wave band. A thorough system
level analysis is of crucial importance to steer the development
effort as early as possible in the right direction and is a primary
objective of the 6G-RIC.

@ How to ensure connectivity under mobility?

Sub-THz waves are known to propagate for very short distan-
ces only, and to be easily blocked by walls, humans, and abjects,

10

Sub-THz Mobile Access

hence possibly degrading the capacity gains enabled by large
bandwidths. To guarantee reasonable coverage, highly directive
beamforming antennas must be employed at both the transmit-
ter and receiver ends. This poses considerable challenges on both
the software and hardware side, as these antennas need to be
electronically steerable and maintain alignment as the terminals
move. However, these challenges may be mitigated by the exploi-
tation of contextual information, which, in some form, is expec-
ted to be integrated in most 6G networks. Of great relevance here
is the validation of the postulate that, at sub-THz frequencies,
beamforming can be performed by means of quasi-optical ar-
guments rooted on the so-called beam-space representation [4].
Furthermore, a promising option to counteract blockage effects
is the implementation of novel multi-connectivity concepts going
beyond the 4G and 5G control plane approaches [5]. To investiga-
te the practical feasibility of the above ideas, many measurement
campaigns and testbeds are planned within the 6G-RIC project.

@ How to avoid excessive energy consumption?

A naive design of software and hardware components of sub-THz
networks leads to an unacceptably high energy consumption for
both infrastructure and battery-powered devices, and, most im-
portantly, in the context of the global climate targets [6]. The key
issue is that improving the energy efficiency of each individual
transceiver component in isolation will no longer be sufficient.
This calls for a profound and multi-disciplinary rethinking of the
entire system. A first important aspect considered by 6G-RIC is
the hetero-integration of multiple semiconductor technologies,
a problem that is subject of intensive worldwide research and
covers integration at both the chip and package level. A second
investigated aspect is the analog-digital design trade-off. On one
hand, the co-design of modulation formats and digital signal pro-
cessing algorithms inherently robust to nonlinearities may sen-
sibly relax the hardware design constraints and leave room for
energy savings. On the other hand, by moving some of the digi-
tal signal processing to the analog domain, the resulting losses
in performance and flexibility may be outweighed by significant
energy savings. In addition, the interplay with the network archi-
tecture will be considered. In particular, the per-area or per-user
energy consumption needs benchmarking against current sub-
6GHz solutions.



@® Which beamforming architecture?

The most prominent embodiment of the analog-digital design
trade-off is the popular debate on beamforming architectures
[7]. The 6G-RIC preliminary identified modular hybrid solutions
composed by multiple independent phased arrays as the most
promising solution from both an energy efficiency and integra-
tion point of view. However, additional work is required on the
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following aspects: (i) compromise between scanning range and
quality of the phased array; (i) comparison against more power-
ful yet more complex architectures involving analog amplitude
control and true-time-delay lines; (iii) benchmarking against low-
resolution digital beamforming architectures involving realistic
impairments, e.g., on synchronization, channel estimation, and
equalization; (iv) investigation of alternative analog beamforming
technologies based, e.g., on quasi-optical solutions or IRSs.

c)

Energy Efficiency and Link Reliability as Driving Design Metrics
6G-RIC will explore several solutions for energy-efficient and reliable sub-THz mobile access networks, such as: a) modular
and scalable hybrid beamforming designs; b) synergetic effects from hetero-integration concepts; ¢) advanced user-centric

multi-connectivity architectures.
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The introduction of IRSs challenges the conventional wisdom that
the “channel is given” because it enables us ta influence the ef-
fective channel without using conventional relays equipped with
active elements. However, IRS-assisted wireless communication
systems are still very much in their infancy, and some crucial
guestions remain largely unanswered, as elaborated in the faol-
lowing.

@ Are IRSs a disruptive technology
or a new hype?

While IRS technology has some technical features that go beyond
current technologies, to motivate the practical IRS development
and the integration in communication systems, several questi-
ons have to be answered, in particular regarding: (i) the choice of
the appropriate hardware technology, in terms of performance
efficiency, cost, and complexity of design and manufacturing; (ii)
the selection of convincing use cases, where IRS technology can
excel and pravide significant advantages over other competitive
technologies; (iii) the aspect of modelling and integration in radio
access, such that algorithms and protocols can be evaluated in
a running system setting, and (iv) the development of scalable
schemes for channel acquisition/estimation and algorithm design
for real-time IRS control.

In the past, competitive technologies such as relays had been per-
ceived as a promising solution to customize the propagation en-
vironment, but to date they are rarely used in practice. To find out
whether IRSs can be successful in an area in which relays have
failed so far (i.e, changing propagation characteristics), a promi-
sing direction is to study their application in the context of some
selected use cases (see figure p.13), such as, e.qg,, (i) relaxation of
the Line of Sight (LOS) requirement of Non Line of Sight (NLOS)
links in highly directional communication systems [8], (ii) secure
communications by providing link advantages over potential ea-
vesdroppers in the context of physical-layer security [3], and (iii)
rank increase of multiple-input multiple-output (MIMQO) channels
in order to provide multiplexing gains [10]. Several studies show
that, from the perspective of spectral and energy efficiency, IRSs
bring noticeable gains only with large surfaces with a large num-
ber of elements [11]. Therefore, in addtition to the IRS model-
ling, @ major focus of the research in this context will be on the
development of algorithmic solutions capable of performing CSI
acquisition/estimation and real-time IRS control (IRS reconfigura-
tion). In practice, this will require solving large-scale optimization
problems that are typically discrete, nonlinear, time-varying, and
NP-hard. Consequently, we cannot expect algorithms that are
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both optimal and fast, so novel heuristics that scale to large sys-
tems are required. An additional aspect that will be addressed is
interoperability, i.e., when two or maore operators provide services
to users in the same region. In that case, the IRS deployed by one
operator may unintentionally impair the performance of other
operators. Mechanisms able to deal with situations of this type
need to be developed.

@ Are there mathematically tractable models able
to capture the main features of IRSs?

Starting from the conventional wisdom that “all models are
wrong, but some are useful” [39], we need “sufficiently” realistic
madels that capture the main features of IRSs, while still being
mathematically tractable for a given design and evaluation goals.
Depending on those goals, models with different tradeoffs bet-
ween accuracy and complexity are required. Existing Independent
Diffusive Scatterer-based (IDS) models [12] are overly simplified
because, among other things, they do not consider imperfections
in the construction of IRSs, the nonlinearities of transceivers, and
antenna coupling effects. These impairments may put the actual
performance of the communication system far from its theoreti-
cal performance, especially at high frequencies. As a result, new
sophisticated models are required (e.g., [13]), but whether impair-
ments of this type can be easily captured requires further inves-
tigation. One possibility for coping with the above impairments is
to combine models based on physics with data-driven models in
hybrid approaches. This produces two main benefits. First, com-
pared to pure data-driven models, hybrid models may drastically
decrease the amount of training data because inconsistencies
with physical laws are promptly ruled out. Second, compared to
physical models, hybrid approaches use data not only to capture
hidden or unknown physical features that are hard to model, but
also to deal with the vagaries of the wireless environment. To
validate models with the above features, in 6G-RIC we propose
not only to implement IRSs, but also to conduct measurement
campaigns. These measurements will be used as the basis to de-
velop IRS simulators, which are largely missing in the literature.

@ IRS in action: how to realize a hardware/
software co-design?

IRSs have a large potential to reduce the energy consumption
and costs. This is particularly true for passive surfaces that do
not entail active elements (and thus no RF (Radio Frequency)
chains and amplifiers) or have only a few active elements. For
such surfaces, the energy consumption is dominated by the hard-



ware/software modules controlling the re-configurability of the
surface. Considering potentially large surfaces, beyond the need
for scalable algorithms, it remains to be demonstrated whether
any algorithmic solution can enable energy-efficient real-time
re-configurability, especially under mability conditions. Since IRS
requires a power source for re-configurability and wireless control
channels, the contral interface will likely have a considerable im-
pact on the overall power consumption of the IRS, which could, in
the worst case, even cancel out the expected advantages of IRSs
in terms of energy-efficiency and costs. Therefore, in 6G-RIC, the
focus will be on the design of algarithmic solutions that consi-
der both hardware and software constraints, targeting practical
implementations. Candidate techniques include the unfolding of
iterative algorithms on neural networks (deep unfolded neural
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networks), which can be effectively implemented on dedicated
graphics processing units (GPUS).

Anaother practical aspect that must be taken into account is rela-
ted to the capacity of the feedback line, which is used to transmit
configuration messages from the IRS controller to the panel. More
specifically, practical lines have limited capacity, which impaoses
restrictions on the update rate and on the number of variables
that can be considered by the algorithms. As one of the main
competing technologies for IRS is the dense deployment of ac-
cess points, the operation and deployment costs of IRSs should
be low compared to those solutions.
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IRS in Action: Selected Scenarios in which IRS Technology can be Competitive

A summary of attempts to address the questions of “where,” “when,” and “how” IRSs are useful. The main potential benefits
are a) enhancing connectivity by modifying the statistics of channels, b) lowering the likelihood of a link outage by creating an
alternative channel - so-called virtual LOS channel, ¢) increasing the rank of MIMO channels, d) suppressing interference, and
e) increasing the secrecy rate in the context of physical layer security.
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Future wireless networks will have to support ubiguitous commu-
nication, together with highly accurate sensing (and localization)
services. In light of these trends, it is of interest to study the
different aspects associated with the convergence of communi-
cations and radio sensing, including waveform design, “channel
charting”-based localization solutions, information fusion across
multiple terminals, and processing of sensed information. An im-
portant observation is that the joint consideration of communi-
cation and radio sensing leads to new multidimensional optimi-
zation problems, where communication-related key performance
indicators (KPIs) have to be balanced not only against each other,
but also against sensing requirements such as classification and
localization errors. In this context, the following research questi-
ons are of particular relevance.

@ Which use cases and applications will serve as
catalysts for the convergence of sensing and
communication?

Novel intelligent sensing and communication technologies are of
high interest to leading industrial players, in particular in the con-
text of intelligent/autonomaous mobility and industrial automa-
tion. These applications are thus expected to serve as catalysts
for the development of solutions that integrate communication
and sensing capabilities. For example, the expected coexistence
of radar sensing and communication in future connected vehicles
calls for an approach that involves a joint design of hardware, wa-
veforms, and signal processing, among other aspects. Similarly, in
industrial scenarios, the application of joint communication and
sensing enables agents to perceive the environment, which allows
them to perform tasks that require a certain level of environmen-
tal understanding. In industrial automation, e.g., machines would
benefit from being able to recognize or detect the objects in their
proximity, thus assisting in the monitoring and safe operation of
manufacturing lines.

@ What levels of convergence of communication
and sensing do we expect? What will be the
implications on hardware and system design?

Depending on the driving applications, the following levels of
convergence of communication and sensing are foreseen [40].

Coexistence: Sensing and communication are not connected
via 66 but sensing benefits from the hardware and software de-
velopments in the context of 6G. Examples include sensing sys-

14

Network as a Sensor

tems benefiting from the development of sub-THz technology,
IRSs and, in general, from R&D and manufacturing/testing capa-
bilities of the 6G ecosystem.

Cooperation: (i) Sensing enabled by 6G connectivity, but where the
sensing part is not co-designed with the 6G air interface, and (ii)
communication enhanced by sensing, where various levels of con-
textualinformation (e.g., collected via sensing/localization) are utili-
zed toenhance network performance (e.g., radio resource manage-
ment, beam operation, interference management, and handover).

Integration: Sensing and communication partially or deeply in-
tegrated, where (i) tailor-made sensing signals are part of the 6G
air interface design or sensing reuses the communications sig-
nals (partial integration), or (ii) signals for concurrent communi-
cation and sensing are jointly designed (deep integration). In both
cases, sensing and communication use the same infrastructure
and share hardware components.

Depending on the level of integration, the standard KPIs associa-
ted with different applications should be mapped to requirements
on signals/waveforms, hardware architectures, and deployments.
In this context, one aspect studied in 6G-RIC will be the utilization
of signal processing technigues in the time-delay-Doppler domain
for sensing applications. This includes, among other things, the
development of precoding and CSI feedback schemes (and cor-
responding signalling aspects) for communication and sensing.
Applications include object detection and tracking, especially for
mobility (industrial and automotive) scenarios, at both sub-6GHz
and sub-THz frequencies.

@ How can contextual information (including infor
mation obtained by sensing) be exploited to
enhance network performance?

This aspect may be included as a part of a general framework
that would allow a complete, low-dimensional representation
of the radio environment to be learned in a process resembling
channel charting [14]. The main objective is to learn low-di-
mensional embedding from a large amount of high-dimensional
channel state information (CSI) of transmitters. Ideally, the em-
bedding should locally preserve the original spatial geometry, i.e,,
transmitters that are nearby in real space will be placed nearby
in the low-dimensional channel chart and vice versa. According
to the approach taken in 6G-RIC, the resulting charts will be used
to enhance network functionalities such as, e.g., radio resour-



ce management, beam management (mm Wave and sub-THz),
cell association, and handover. An attractive property of these
approaches is that the low-dimensional representation can be
learned in an unsupervised fashion from CSI only and without
assumptions on the physical channel. This impartant property
enables geometry information about the transmitters to be ex-
tracted in a passive manner, paving the way for a broad range of
novel applications.

@ Are there privacy/security concerns specific to
the convergence of communication and sensing?

The convergence of sensing and communication may pose some
unigue challenges to both communication security and privacy.
For example, in dual radar and communication systems, the in-
clusion of data in the probing signal, used to illuminate targets,
makes it prone to eavesdropping from potentially malicious tar-
gets. Even if the data itself is protected with higher-layer encryp-
tion, the existence of a communication link can still be detected
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by a malicious agent, thus making it prone to cyberattacks [15].
In addition, the introduction of sensing capabilities and explicit
localization of users/devices to improve communication network
performance may come with privacy concerns. Faced with these
challenges, 6G-RIC will assess the potential of certain approaches
to provide secure, privacy-preserving solutions at the radio access
level. From a privacy perspective, it is essential to collect only
user-related data that is absolutely necessary for the operation
of the network, thus potentially moving away from the explicit
localization paradigm. In addition, appropriate privacy-enhancing
technologies should be integrated, e.g., differential privacy. An
example Is provided by the use of channel charting as a tool to
enhance network functionalities. As channel charting relies on a
pseudo-location (i.e., location in the low-dimensional chart) of the
users (rather than on explicit localization), it potentially comes
with a privacy protection feature, allowing localization-related
services to be delivered without requiring the actual user location
to be estimated.

IRS

Proxy Representation
of Real World

Exemplary application of joint sensing and communication. a) Manitoring of safety zones in industrial scenarios. Potentially
aided by technolagies like beamforming and IRS, an existing industrial wireless link can be enriched with sensing capabilities to
probe the air interface between transmitter and receiver and detect changes in the environment due to unauthorized access
to a safety zone. b) Illustration of the channel charting concept. Contextual information regarding the wireless environment
can be extracted in the form of a channel chart in an unsupervised or semi-supervised fashion. The resulting charts can be
used to improve communication-related functionalities. By relying on a pseudo-location on a channel chart rather than on
explicit localization in the environment, channel charting may potentially be seen as privacy-preserving.
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While there have been significant research efforts to address dif-
ferent aspects of 10T/MTC, the vision of extreme I0T/MTC connec-
tivity required for these diverse applications is yet to be realized.
There is also a lack of consideration of E2E aspects as part of the
design, i.e,, the entire protocal stack from the physical layer to
the application layer. In particular, it is necessary to study how
current communication protocols can be adapted to incorpora-
te aspects of semantic-aware communication on the different
layers of the protocol stack. In light of these observations, the
following research questions are of particular relevance.

@ What role will massive l1oT/MTC systems play in
66G?

Massive 10T/MTC networks are expected to rapidly develop, soon
surpassing other typologies of 10T/MTC. While most probably the
vast majority of the wireless traffic will still be related to mobile/
fixed broadband internet, the foreseen huge number of 10T/MTC
terminals is posing a serious challenge to future system designers.
In fact, while broadband internet traffic is largely predictable,
and typically associated with devices with mild energy efficiency
constraints, I0T/MTC often relies on battery-powered terminals
that become active only sporadically. Therefore, the nodes are
expected to be very simple (to reduce the energy consumption),
possibly with very limited reception capabilities, and transmitting
in an uncoardinated manner. These highlighted, specific features,
together with the massive number of terminals, call for special
attention in the design of future wireless networks.

@ What are the most promising techniques (e.g., wave
forms, protocols) for massive loT/MTC systems?

Most of the candidate solutions can be identified as modern ran-
dom access (RA) protocols that can be well modelled by means
of the information theoretic setting of unsourced multiple access
(UMAC) [16]. Many of the most recent techniques (see, e.g., [18])
have been developed in the context of satellite-based systems
and can be seen as enhanced variants of the classical ALOHA
protocol [17]. Other techniques follow the approach of [16] by
casting the problem from a compressive sensing viewpoint, engi-
neering schemes that can detect messages from large codebooks
(see, e.g., [19]). While the latter approach proved to be mare ener-
gy efficient, it relies on strong synchronization assumptions that
can be met only by terminals that can align their transmissions
to an OFDMA-like frame structure. The earlier approach can also
be used in asynchronous networks [20], at the cost of reduced
efficiency. It appears clear that no silver bullet exists, i.e.,, no wa-
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veform among those cited would be capable, at the current state
of knowledge, to address all scenarios of interest. Therefore, the
research efforts in 6G-RIC will focus on a solution that can be fle-
xibly adapted to the different conditions. In doing so, it cannot be
ruled out that different waveforms will be ultimately employed to
address the variety of scenarios.

@ What are the key enablers for designing low-
power transceivers?

From a communication viewpoint, a fundamental figure of me-
rit is the energy efficiency of the waveform/protocols used by
the 10T/MTC system. In particular, schemes capable of operating
close to the theoretical limits [16] (in terms of SNR for a given
spectral efficiency) are highly desirable. An additional important
aspect is the definition of the set of functionalities that a node
should implement. For example, nodes that are equipped with
transmit-only transceivers may prove to be more energy-efficient
than nodes that are provided with transmitter and receiver ca-
pabilities, especially if the nodes spend a considerable amount
of time in “listen” mode. To reduce the energy consumption, in
this case, low-complexity receiver algorithms could be employed,
as well as smart “wake-up” policies. To enable low-power solu-
tions for on-device/edge intelligence, it will also be investigated
how neuromorphic processing and spiking neural networks can
be efficiently applied in the context of applications that involve
event-based processing.

@ What flavor of semantic-based communications
should be considered?

Several flavors of semantic-based communications can be identi-
fied. The simplest and most established approach deals with the
setting of age of information (Aol) [21, 22] and the related gene-
ralizations [23, 24]. A second approach deals with joint source and
channel coding (JSCC) enriched by a type-based multiple-access
(TBMA) approach [25, 27]. A third approach promotes the concept
of over-the-air (OTA) computation to enable the receiver to direct-
ly extract from the received signal, a function of the transmitted
data that serves the ultimate goal of the underlying task/appli-
cation. The above notions may be characterized as being goal- or
task-oriented in the sense that of interest is the execution of a
certain task with the performance being evaluated in terms of an
appropriate semantic metric. An even more disruptive approach
followed in 6G-RIC, though not strictly related to the massive 0T/
MTC setting, deals with the problem of communicating generati-
ve models. The underlying principle is based on the fact that, so-



metimes, the object of the communication may not be a specific
instance (e.qg., “the picture of a cat”) but rather a concept (e.g., “a
cat”). In the context of the different perspectives, the informa-
tion-theoretic foundation may be provided by the “information
bottleneck” principle, where the aim is to extract and communi-
cate only the necessary information relevant for the execution of
a specific task. While all different perspectives are relevant, they
come with different implications on the wireless netwaork design.
A fundamental understanding of these implications will thus be
crucial for the wider adoption of semantic-aware communication
in future 6G networks.

@ How could the semantic-based techniques be
integrated in standards?

In principle, some flavors of semantic-based communication may
be implemented directly at application layer: this is the case,
for instance, with Aol-based designs. While this observation pa-
ves the way for the adoption of Aol-based technigues in existing
standards (e.g., 3GPP), one should consider that to fully leverage
the gains promised by information-freshness-driven designs, the
underlying multiple-access channel (MAC) protocol should provi-
de enough flexibility. Moreover, the possibility of standardizing
methods to program the nodes’ behaviors (e.g., through specific
application programming interfaces (APIs)) would simplify the de-
ployment of Aol-hased massive I0T/MTC networks. Other techni-
ques (TBMA and OTA computation) may require more substantial
madifications, which may additionally include the physical layer.
In all the mentioned settings, a fundamental aspect addressed in
6G-RIC deals with the impact, from a protocol stack viewpoint, of
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the technigues on the wireless network design.

@ How encryption should be performed, given the
low computational capabilities of l1oT nodes?

On the assumption of using public key cryptosystems (PKCs), loT
systems must be developed under a number of constraints: (i)
encryption and decryption should be fast and easy to implement
(in hardware), (ii) cipher text sizes have to be small to reduce
the memaory requirements, (iii) public keys must have a reaso-
nable length and can be transmitted by low-energy devices or
over bandwidth-limited channels. Code-based cryptography is in
general significantly more efficient in terms of encryption and
decryption complexity compared to classical public key encryp-
tion mechanisms (see, e.g., [28]), and hence (when designing
schemes with moderate-small public keys) may represent a via-
ble approach to the problem. Additionally, the use of physical lay-
er security schemes (in synergy with lightweight crypto-systems)
may further improve the security vs. complexity trade-off. An ad-
ditional concept that is addressed in 6G-RIC is that of homomor-
phic encryption: Here, the idea is to encrypt messages at the loT
end, transmit them, and enable the recipient to compute some
(aggregate) function of the incoming cipher text, which can then
be deciphered. This approach might be of interest for applications
in which (i) sensitive data is transmitted and (ii) we are interes-
ted in deriving only aggregated information about the messages
sent by several 10T nodes (for example, in health monitoring ap-
plications, we may be interested only in statistics associated with
certain behaviors).
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Goal-oriented communication: a) a semantic-aware architecture for robotic control that considers a unification of the proces-
ses of information generation, communication, and usage, resulting in a reduction in communication overhead and energy
consumption. Communication of generative models: b) the underlying principle is that the object of communication may be
a concept rather than a specific instance. This aspect is closely related to the concept of the “information bottleneck”, where
the aim is to extract and communicate only the necessary information relevant for the execution of a specific task (i.e., goal).



Previous generations of mobile networks viewed security as a
feature added to an already fully developed network. In addition,
many necessary security measures were only recommended, not
prescribed, in the standardization, which led to a disadvanta-
geous perception in society and insufficient security level. These
shortcomings will be addressed in 6G-RIC through the develop-
ment of a security by design concept. In the context of Open-RAN
featuring disaggregation, openness, and interoperability, security
must be considered from a holistic perspective, starting with net-
work design. The new security architecture should be designed
to deliver low-latency, resource-efficient, low-complexity, and ap-
plication-aware solutions, while at the same time being powerful
and flexible enough to cope with the risks and threats posed by
future technological developments like practical realizations of
guantum computer and advances in quantum communication
technologies.

@ How to achieve a secure and open network
architecture?

Security by design [29] describes the guiding principle according
to which security considerations in early stages of system design
lead to more efficient and resilient results than retrofitting the fi-
nished system with security mechanisms. In the context of Open-
RAN and 66, this means that starting from a system-wide exa-
mination of risks posed by open interfaces, roles and tasks of the
stakehalders, as well as envisaged new functions in the network,
an early inclusion of security considerations and a development
of clear security concepts during the design of the network must
take place. Among the most important measures to achieve a
high level of security are mandatory encryption and access cont-
rol as well as integration of security measures to defend against
malicious cloud providers. In addition, the basic functionality of
communication protocols and procedures must include privacy-
preserving measures.

Due to their open and modular structure, Open-RAN networks
may be vulnerable to intrusions and denial-of-service (DoS) at-
tacks. Therefore, 6G-RIC will integrate efficient machine lear-
ning-based methods to detect this type of attacks. On the other
hand, it is known that those methods themselves are prone to
an attack technique referred to as adversarial machine learning
so that a deeper understanding of the resulting threats and the
development of intrusion-detection methods that are robust
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against adversarial machine learning are necessary.

@ How to develop cross-layer harmonized security
concepts ready for the era of quantum computers?

Methods for securing Open-RAN networks should, as far as possi-
ble, affect all layers of the network and complement each other in
functional terms. In addition to identifying and developing appro-
priate cryptographic resource-efficient protacols for encryption,
authentication, and signatures, physical layer security will play a
critical role. According to our viewpoint, one of the main enablers
for integration of physical layer security are “secrecy maps” [30]
which can be seen as a generalization of the concept of radio
maps that take into account confidentiality in the physical layer.
This way, the radio environment is quantitatively characterized
in terms of (statistical) security level guarantees based on the
semantic security measure in dependence on the positions of le-
gitimate communication parties and the (unknown) position of
a potential eavesdropper. Based on this characterization of the
wireless environment, networks units such as base stations and
IRSs can be employed in such a way that a fraction of their re-
sources are used for communication among legitimate entities,
while the remaining resources are used to deteriorate wireless
links in a region that is particularly attractive for the potential
eavesdropper. In this context, secrecy maps can be seen as an
enabler and guide for an adaptive, proactive, and intelligent secu-
rity management framework for wireless networks. An important
question addressed in 6G-RIC is how to achieve synergy with cryp-
tographic protocols at higher layers and what the impact on the
security vs. complexity trade-off of such harmonized protocols
is. Moreover, the rapid development of quantum computers and
their potential ability to break some of the classical public key
procedures, as well as the dynamic development of detection and
measurement methods for quantum technologies that can be
used for quantum side channel attacks, opens new attack surfa-
ces that must be taken into account so that future-proof security
can be guaranteed. Therefore, 6G-RIC focuses on the integration
of the post-quantum cryptography methods currently available
and, in the long term, quantum physical layer security.

@ Security as a service?

Due to the various application scenarios ranging from environ-
mental monitoring and industrial control to telemedicine and



vehicular communications, 10T is expected to support diversified
services, possibly having entirely different requirements on qua-
lity of service (QoS) and security. For example, online payment
requires a much higher security level than web browsing services.
It can be expected that this servitization of information security
would present security as a new type of service (e.g. like voice
and data). For example, users can “buy” the security level based
on their requirements and the cost, making information security
a profit point for operators, as noted in [32]. As the concept has
implications on resource allocation and link adaptation, in 6G-RIC
we envisage the development of novel communication protocols
as extensions of the concept of link adaptation to incorporate se-
curity. It is even conceivable that different levels of security could
be of interest to different applications. Depending on the requi-
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rements on security and assumptions about the capability of at-
tackers, one could provide custom tailored security levels rooted
in different security methodologies: starting from state-of-the
art cryptography for “standard” applications, and then including
post-quantum security [31] for sensitive data that has to be pro-
tected over a longer period of time under the assumption that
the attacker has/will have access to a guantum computer to run
guantum algorithms that can break public key schemes. Alter-
natively, if the data is to be protected from side channel attacks
via quantum hardware (like quantum detectors and receivers for
guantum optical communication systems), it is conceivable to
use quantum physical layer security as a basis for this task.
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Integration of Physical Layer Security in the Communication System Design

Based on technological capabilities of the attackers, methodically different defense mechanisms are necessary: a) State-
of-the-art cryptography offers suitable security solutions for attacks based on algorithms that run on classical computers;
post-quantum cryptography and physical layer security both offer long-term security of data that should be protected against
attacks by adversaries equipped with quantum computers [26]; side channel attacks based on detection and measurement
with quantum hardware can be defended against with quantum physical layer security. b) Secrecy maps can be generated to
characterize the wireless environment in terms of (statistical) security level guarantees. With respect to a predefined security
metric (e.g., semantic security), they can be seen as an enabler for an intelligent security management framework for wireless

networks.
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With the myriad of new communication technologies, vertical ap-
plications, and the emergence of private netwarks, 6G networks
will require majar innovations in networking, network manage-
ment, and data handling. Furthermore, they will require exten-
sive automation to reduce the overall overhead in network ma-
nagement, especially towards automatic updates and automatic
configurations. In the following, we look at some major consi-
derations for 6G netwarks in light of network convergence and
emerging networking technologies.

@ What will be the impact of emerging 66
technologies on the network management
and operation?

The emergence of sub-THz communication and the introduction
of IRSs, together with the convergence of sensing and commu-
nication, will affect network architectures, network planning,
management and operation. In the context of sub-THz commu-
nication, the narrow-beam operation comes at the expense of
more advanced mobhility management and handover strategies.
In addition, the possibility to form multiple beams and provide
multiconnectivity will require novel MAC and resource manage-
ment mechanisms. In addition, the integration of IRSs will also
have implications on resource allocation, user-IRS association,
and IRS configuration and control. These issues are particularly
challenging when considering large-scale IRS-assisted transmis-
sion scenarios where multiple BSs serve multiple users with the
aid of multiple IRSs. At the level of network management, a joint
consideration of communication and sensing leads to the defini-
tion of complex multidimensional optimization problems, where
the KPIs of the communication and the sensing part have to be
balanced against each other. In this context, 6G-RIC will address
the implications on the system design, including: (i) definition of
sensing-related services classes; (ii) definition of KPIs related to
the new functionalities, for example related to the integration of
contextual information; (iii) development of new MAC and radio
resource management protocols to meet the needs of different
sensing and communication services; and (iv) extension of the
network slicing concept to support sensing functionalities.

@ Which major innovations in networking technolo-
gies are required to enable network convergence
and vertical applications in 6G?

A major requirement on networking technologies in 6G is to ex-
tend wireless performance metrics (such as data rate, reliability,
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latency, energy efficiency, etc.) to new and vertical wireless appli-
cations, such as virtual reality industrial applications and mission
critical services. However, these applications place requirements
that are more stringent than the current 56 networks, and the-
refore innovations in netwarking technologies are necessary. For
example, in the context of campus networks [35], a major goal
is their embedding into public telecom infrastructure via net-
wark slicing and software-defined networking with virtualization,
which promise fast resource/infrastructure provisioning and relia-
bility in network reconfiguration, and fast rerouting. The conver-
gence of sensing and communication, but also of networking and
computing, will further require innovations in network telemetry
[36] and intent-based networking [33]. Moreover, the stringent
requirements on reliability, high data rate, and latency also requi-
re innovations in optical transport networks [37].

@ What impact would semantic communication
have on network architectures?

The incorporation of the semantics of information in netwarked
systems [34] may represent a departure from the established
way of designing and assessing communication networks. In a
somewhat broader context, the semantics of information may be
understood as “the provisioning of the right and significant piece
of information to the right point of computation (or actuation)
at the right point in time”. In 6G-RIC, the focus will be on the in-
vestigation of how semantic communication can be integrated
in communication protocals. The integration might require new
architectures and redesign of the process of information gene-
ration, transmission and usage, including (i) explicit enabling of
semantic-aware networking, computing and communications to
optimize the E2E performance with respect to semantics-related
metrics such as Aol and extensions therein, and (ii) redesign of
communication protocols to support functionalities such as, e.g.,
semantic-aware placement of network functions and the related
flow control mechanisms.

@ Which type of computation and intelligence
units shall an autonomous network include?
How should such units be implemented?

Given the complexity, scale and distributed nature of the netwark
infrastructure and management, centralized network optimiza-
tion becomes impractical. To address this challenge, a few tightly
coupled paradigms are emerging, including edge and cloud com-
puting, Al/ML based networking and management (including in-



tent-based networking) and convergence of heterogeneous com-
puting and communications technologies with networking. New
network functions can assist not only in managing the network
optimally but also in addressing the users’ demands. In the former
case, using Al and ML methods on the available data (batch or
online) returns the optimal network parameters, whereas, in the
latter, the users can demand online computational services. To
achieve the potential performance gains, suitable selection and
placement of such functions is required, which depends on seve-
ral factors, such as network topology, recurring mobility patterns,
and similar.

The optical X-haul network will play essential role in the future de-
ployments of 6G. Due to the expected increase in the data rates,
together with the stringent low-latency requirements for some
applications, the optical transport will have to support greater dy-
namics in network resource allocation [38]. The potential soluti-

ons include bringing coherent optics towards access, i.e., solutions
such as multi-carrier systems, adopting Wavelength Division Mul-
tiplexing (WDM) for access netwark (passive, active, or semi-acti-
ve WDM), such that the cost can be justified, and finally different
flavors of Passive Optical Networks (PON). In the domain of op-
tical signal processing, neuromaorphic computing is considered in
6G-RIC due to the energy-efficiency and low-latency. This concept
can be employed for nonlinear optical signal equalization that will
eventually enable the transmission of signals at speeds beyond
the physical limits of electronic-domain approaches. One of the
challenges for photonic neuromorphic computing that is inves-
tigated in 6G-RIC is the realization of optical-domain activation
functions. The implementation of the overall architecture on a
photonic integrated circuit will be a step towards an energy- and
a cost-effective solution that will complement optical networks
in the framework of 6G. The convergence of optical and sub-THz
control and management planes will further enable innovation in
6G architecture, signaling protocols, and services.

Service Management Orohestration
Hon-real-Time RIC

MNear-Heal-Time

RIG

—NG—  CN

Convergence of Networking, Communications and Computing through Virtualization and Cloudification

An exemplary schematic representation of an OPEN RAN architecture, comprising of entities such as Radio Units (RU), Dis-
tributed Units (DU), Central Units (CU) and Radio Intelligent Controllers (RIC) (near-real-time and non-real-time), connected
through open interfaces and protocols. Whereas the virtualization and softwarization of the CU is relatively simple, the same
cannot be stated for the DU, which provides the real-time functions of the lower layers, which makes it challenging. In this
context, the suitable selection and placement of RAN functionalities in new network architectures plays an important role.
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Qutlook

This document summarized the initial viewpoints and outcomes of the 6G-RIC re-
search program. On a technical level, we identified a non-exhaustive yet representative
list of key technical questions to be addressed within each of the six Technical Innova-
tion Areas (TIAs). Several technology enablers and preliminary solution concepts were
presented, together with their individual associated challenges, but also in light of their

integration into a complex, secure, and energy-efficient 6G ecosystem.

Altogether, the selected questions motivate and define a research agenda that has
at its center a halistic and multidisciplinary approach to tackle the horizontal aspects
such as energy consumption, data acquisition, network computing and security. Future
6G-RIC investigations will strengthen the promising cross-topic connections identified
within each TIA. Furthermore, additional promising research directions will be opened
by deepening the connections across different TIAs, an aspect that is not covered in
detail by the present document. The final aim of the research agenda is to provide
concrete recommendations for the overall 6G system design, including hardware archi-

tectures, algorithms and protocol design.

In @ more general context, by addressing these research questions, 6G-RIC will aim to
influence the international developments of the sixth and subsequent generations of
mobile communications and to anchor long-term strategies through early commit-

ment and broad networking of interdisciplinary competencies.
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